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Hacker’s view 
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Air gap

http://

Industrial Network Security
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Iran Natanz Nuclear Facility … Stuxnet



Cisco Confidential 5© 201 Cisco and/or its affiliates. All rights reserved.

Automation vendors still ship updates on EOL Windows platforms

Vulnerabilities found in industrial systems 

rose 2400% from 2009 to 2015

The most common ethernet based OT protocol 
lacked authentication until Fall of 2015

Yet ethernet in manufacturing grew 
96% the three years before

Industrial Systems as Attack Surface 
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Partner Trust: Forcing EOL SW Installations
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Robots hack

ABB IRB140



German Steel Mill …. Massive damage
2014



Attack on German Smelter

IT Assets /

IT Attack Profile

OT Asset / 

OT Attack



Cisco Validated Designs – Digital Manufacturing
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IT/OT Alignment

Source: http://www.sensationalquotes.com/Dating.html
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Security Policies IT Network OT Network

Focus
Protecting Intellectual Property and 

Company Assets
24/7 Operations, High OEE, Safety, and Ease of 

Use

Priorities

1. Confidentiality

2. Integrity

3. Availability

1. Availability

2. Integrity

3. Confidentiality

Types of Data Traffic
Converged Network of Data, 

Voice and Video (Hierarchical)

Converged Network of Data, Control Protocols, 
Information, Safety and Motion (P2P & 

Hierarchical) 

Implications of a 
Device Failure

Continues to Operate
Could Stop Processes, Impact Markets, Physical 

Harm 

Threat Protection
Shut Down Access to 

Detected Threat and Remediate
Potentially Keep Operating 

with a Detected Threat

Upgrades and Patch Mgmt
ASAP

During Uptime
Scheduled

During Downtime (months, years)

Infrastructure Life Cycle
Equipment upgrades and refresh 

<5yr
Avoid Equipment upgrades (lifespan 15+ yrs)

Deployment conditions Controlled physical environments Harsh environments (temp, vibration, etc)

IT (Information Technology) Vs OT (Operation Technology)



Assets we need to protect
Asset Description Examples and Notes

IEDs

Intelligent Electronic Device – Commonly used within 

a control system, and is equipped with a small 

microprocessor to communicate digitally.

Sensor, actuator, motor, transformer, 

circuit breaker, pump

RTUs

Remote Terminal Unit – Typically used in a substation 

or remote location. It monitors field parameters and 

transmit data back to central station.

Overlap with PLC in terms of capability 

and functionality

PLCs

Programmable Logic Controller – A specialized

computer used to automate control functions within 

industrial network.

Most PLCs do not use commercial OS, 

and use “ladder logic” for control functions

HMIs

Human Machine Interfaces – Operator’s dashboard or 

control panel to monitor and control PLCs, RTUs, and 

IEDs.

HMIs are typically modern control 

software running on modern operating 

systems (e.g. Windows).

Supervisory 

Workstations

Collect information from industrial assets and present 

the information for supervisory purposes.

A supervisory workstation usually 

windows

Data Historians

Software system that collects point values and other 

information from industrial devices and store them in 

specialized database.

Typically with built-in high availability and 

replicated across the industrial network.

Other Assets
Many other devices may be connected to an industrial 

network.

For example, printers can be connected 

directly to a control loop.



Level 5

Level 4

Level 3

Level 2

Level 1

Level 0

Enterprise Network

Site Business Planning and Logistics NetworkE-Mail, Intranet, etc.

Factory
Client

Batch
Control

Discrete
Control

Drive
Control

Continuous
Process Control

Safety
Control

Sensors Drives Actuators Robots

Application
Server

Factory Directory
Engineering
Workstation

Domain
Controller

Factory
Client

Operator Interface Engineering Workstation Operator Interface

Area Supervisory
Control

Basic Control

Process

ISA 99 / IEC 62443 / Purdue Model for Manufacturing



Level 5

Level 4

Level 3

Level 2

Level 1

Level 0

DMZ

Terminal Services Patch Management AV 
Server

Application Mirror Web Services Operations Application
Server

Enterprise Network

Site Business Planning and Logistics NetworkE-Mail, Intranet, etc.

Factory
Client

Batch
Control

Discrete
Control

Drive
Control

Continuous
Process Control

Safety
Control

Sensors Drives Actuators Robots

Application
Server

Factory Directory
Engineering
Workstation

Domain
Controller

Factory
Client

Operator Interface Engineering Workstation Operator Interface

Web
E-Mail

CIP

Area Supervisory
Control

Basic Control

Process

ISA 99 / IEC 62443 / Purdue Model for Manufacturing
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IT/OT Converged Security Model (CPwE Reference Architecture)

Web Apps DNS FTP

Internet

Gbps Link for 
Failover 

Detection

Firewall
(Active)

Firewall
(Standby)

Factory 
Application 

Servers

Access Switch

Network Services  

Core 
Switches

Aggregation
Switch

Patch Mgmt.
Terminal Services
Application Mirror
AV Server

Cell/Area #1
(Redundant Star Topology)

Drive

Controller

HMI Distributed 
I/O

Controller

DriveDrive

HMI

Distributed I/O

HMI

Cell/Area #2
(Ring Topology)

Cell/Area #3
(Linear Topology)

Layer 2 
Access Switch

Controller

Cell/Area Zone
Levels 0–2

Manufacturing Zone
Level 3

Demilitarized Zone
Level 3.5

Enterprise Network
Levels 4–5

Access Control

Ruggedized Firewall and Intrusion Detection

Advanced Malware protection and Threat 
Intelligence

Remote Monitoring / Surveillance

SW, Config & Asset Mgmt

VPN & Remote Access Services

Next-Generation Firewall

Intrusion Prevention (IPS)

Cloud-based Threat Protection

Network-wide Policy Enforcement

Access Control (application-level)

Stateful Firewall

Intrusion Protection/Detection (IPS/IDS)

Physical Access Control Systems

ISE

https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-manufacturing/landing_ettf.html

https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-manufacturing/landing_ettf.html
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Secured Connectivity
Key Security features:

FIPS 140-2

Port Security

802.1X

dACL’s

*Multi-domain authentication

Cisco Trustsec

*SGACL

*SGT Inline Tagging

*MACSEC

Dynamic ARP inspection

DHCP Snooping

TACACS & Radius

Vlan assignment

17BRKIOT-2115http://www.cisco.com/c/en/us/products/switches/industrial-ethernet-switches/index.html
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Industrial Firewall ISA 3000

TransportationManufacturing Energy

Stateful inspection industrial firewall (IPS, AVC, Anti-malware)

Industrial protocol (DNP3, Modbus, IEC 60870, CIP) 

visibility and rules for known vulnerabilities

Vulnerability protections for ICS, Windows, MES 

components, OT applications, NW infrastructure

High-performance VPN, DNS, DHCP, NAT Netflow

Hardware bypass, alarm I/O, dual-DC power, rapid set 

up via SD card, PTP support in HW

Industrial protocol specific parsing, protocol abuse 

control, detect set-point level changes

Certified for power substations, industrial, and railway 

and helps meet NERC-CIP, ISA99, IEC 62443 

High Availability and latency controls
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IoT Threat Defense 

Visibility & AnalysisSegmentation & 
Access Control

Remote Access

Detect anomalies, 
block threats, identify 
compromised hosts

Extensible, scalable 
segmentation to 
protect IoT devices

Secure third-party 
access with control 
and visibility
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Secure remote access

Remote vendor 
support

Defense vulnerabilities Visibility at risk
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Internet

21BRKSEC-2038

Vendor Access – VPN & Compliance

Enterprise Zone 

Levels 4 and 5

DMZ Level 3.5

Identity Services

VPN

AD

Compliance – check

Terminal Services

Manufacturing Level 3

WE ARE HERE

Shared Services Shared Services

Authenticate

Shared Services
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Remote Access – DACL
Internet

Enterprise Zone 

Levels 4 and 5

DMZ Zone 3.5

Identity Services

VPN

AD

Shared

Services

Terminal Services

Manufacturing Zone 3

PLC

Cell Zone Level 0-2

dACL

permit tcp dst eq 3389 log

deny ip log

Remote Access Services

Shared Services

HMI

WE ARE HERE

WE ARE HERE

ASA# show vpn-sessiondb detail anyconnect
COA

Shared Services
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Segmentation & Access Control

IoT Threat Defense also helps with segmentation by: 

Management Segment 
Infrastructure 

based on role and 
policy

Protect inbound and 
outbound 

communications and 
from each other

Compliance 
and best 
practice 
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Flexible and Scalable  Policy Enforcement

Switch Router DC FW DC Switch

access-list 102 deny ip 167.17.174.35 0.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175
access-list 102 permit tcp 37.85.170.24 0.0.0.127 lt 3146 77.26.232.98 0.0.0.127 gt 1462
access-list 102 permit tcp 155.237.22.232 0.0.0.127 gt 1843 239.16.35.19 0.0.1.255 lt 4384
access-list 102 permit icmp 136.237.66.158 255.255.255.255 eq 946 119.186.148.222 0.255.255.255 eq 878
access-list 102 permit ip 129.100.41.114 255.255.255.255 gt 3972 47.135.28.103 0.0.0.255 eq 467

Traditional Security Policy - ACL

Business

Policy

segmentation
software defined

Introducing Cisco TrustSec
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Visibility and Analysis

IoT Threat Defense also analyzes network traffic entering and exiting your organization to:

Block attacks Identify 
compromised hosts

Detect anomalies Help prevent 
user error
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Visibility in Manufacturing

• Monitor normal traffic flow

• Detect anomaly traffic volume

• Detect anomaly communication

Anomaly Detection & Analysis

Communication pattern on plant floor is 

predetermined in general

>> Easy to detect anomalies

Sample:

Sudden communication between end-nodes

Sudden increase of traffic volume

BRKSEC-2038 26
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Network as a Sensor: 
Behavioral Detection and Anomaly Detection

ANALYZE 

TRAFFIC FLOWS

FLOWS

threshold

threshold

threshold
threshold

Critical 
Servers

Web 
Servers

IoT
Devices

Marketing

Anomaly detected

3



Case Study 1

• Korea manufacturing customer was facing factory network down 
issue because of excessive traffic from infected terminal

Case Study 2

• Japan manufacturing Customer need to connect the OT network 
to the IT network 

Visibility Case Study



Ransomware in 2016: $1 billion

Locky, Cerber, CryptXXX, Cryptowall, …

Source: Cisco MCR and Goggle research report



Swansea Police, Massachusetts $750

Dickson County Police, Tennessee $572

Tewksbury Police, Massachusetts $500

Midlothian Police, Chicago $500

Melrose Police, Massachusetts $450

Feb  2016

Melrose Police Dept, MA. $500



Ransomware 2.0

Targeted Ransomware (APT)

Crytoworm

Source: Cisco MCR and Goggle research report



Hollywood Presbyterian Medical Center

Methodist Hospital in Henderson, Kentucky
Chino Valley Medical Center in Chino, Ontario, California
Desert Valley Hospital in Victorville, Ontario, California
Ottawa Hospital, Canada
MedStar managed hospitals in Baltimore, Washington, Maryland
King’s Daughter’s Health, Indiana
Alvardo Hospital Medical Center, San Diego
Chino Valley Medical Center, California
Desert Valley Hospital, California

LA Hollywood Presbyterian Medical Center, $17000

May 2016



Large amount ransomware

June 2017



153 Linux servers, 3400 websites encrypted. $1 million US paid



WannaCry

12/5/2017



300,000 victims in 150 countries





Petya / NotPetya / Petrwrap / Nyetya

27/6/2017



Reckitt Benckiser - $117 million Maersk - $200-$300 million

Fedex and TNT: $300 million Merck: $310 million



Request 
of Ransom

Encryption 
of Files

C2 Comms & 
Asymmetric Key 

Exchange

Typical Ransomware Infection

Infection 
Vector

(Email 
attachment, 
Clicks a link, 
Malvertising)



NAME DNS IP NO C&C TOR PAYMENT

Locky DNS

SamSam DNS (TOR)

TeslaCrypt DNS

CryptoWall DNS

TorrentLocker DNS

PadCrypt DNS (TOR)

CTB-Locker DNS

FAKBEN DNS (TOR)

PayCrypt DNS

KeyRanger DNS

Encryption C&C Payment MSG





INTERNET

MALWARE

C2/BOTNETS

PHISHING

AV

AV AV

ROUTER/UTM

SANDBOX

PROXY

NGFW

NETFLOW

AV AV

AV AV

First Line

Cisco Umbrella

HQ Branch

Roaming user

BENEFITS

Simple. Deploy in mins!

Alerts Reduced 2-10x

Protects ON & OFF 
network

Threat prevention,      
not just detection



Reactive



Predictive

100B
requests 
per day

12K
enterprise 
customers

85M
daily active 

users

160+
countries
worldwide



https://youtu.be/TE9qsYBu8MMhttps://www.youtube.com/watch?v=

TE9qsYBu8MM&feature=youtu.be

https://youtu.be/TE9qsYBu8MM
https://www.youtube.com/watch?v=TE9qsYBu8MM&feature=youtu.be


https://youtu.be/acwD_OA3QZ4

https://youtu.be/acwD_OA3QZ4


Why so powerful?

WannaCry = Ransomware + Exploit + Worm



WannaCry

NSA SMB

Lateral Movement
SMB

In Sandbox? (Anti-Sandbox technique)
Check domain (Kill Switch)

Windows SMB Exploit
MS17-010



WannaCry Defense

NSA SMB

Lateral Movement
SMB

In Sandbox? (Anti-Sandbox technique)

NGFW/IPS/AMP
DNS Security

NGFW/IPS/AMP

Windows SMB Exploit
MS17-010

Network Visibility, Behavior Analysis

Email Security 
Endpoint security 

Identity, Posture & 

SD-Segmentation
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Cisco 2017 Annual Security Report
Cisco 2017 Midyear Cybersecurity Report

http://www.cisco.com/c/en/us/products/security/annual_security_report.html

http://blog.talosintelligence.com

http://www.cisco.com/c/en/us/products/security/annual_security_report.html
http://http/blog.talosintelligence.com


Garrick Ng - CTO: garng@cisco.com

Shania Ting - Security Sales Manager: hoting@cisco.com

Eric Tsoi – Security Consultant: eritsoi@cisco.com

Raymond Poon – IoT Consultant: raypoon@cisco.com

https://www.cisco.com/c/en/us/solutions/industries/manufacturing.html
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